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ONE Record Network — global internet of logistics & transport
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ONE Record / FEDeRATED

Network bridge
Ontology mapping

* Common events (ETA etc)

* Digital Twins (transport twins

Index:
* Index specs mapping onto 1R/ FeD bridge
AP|

|AA:
e TBD

Registry
* Mapping possible but not until registry
specs are understood
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IATA ONE Record — semantic model FEDeRATED semantic model
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IATA ONE Record — semantic model FEDeRATED semantic model

ONE Record the same semantic technologies, el
Hub/Place

tools and concepts as FEDeRATED. There a few | Blsinese
differences: SELE
* ONE Record is piece-centric, i.e. it puts
freight at the center of its model.
FEDeRATED is event-centricwhich is at the
basis of logistics chains. One of partnersis a Parson
global logistics provider and they put their
service-centricat the center of their model.
* This reflects a fundamental difference
between transport vs logistics. Using

Transport

semantic queries, ALL necessary data is means
Booking accessible, but logistics and transport i

provides cannot use eachother models as a
basis for development.

FEDeRATED € - ONE Record semantic models
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ftem Piece Shipment has > Waybil S
Canbein > Belongs to > Request
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|Is of | | has | Leads
Canbeof | o |

URI URI URI

Is booked through -
Product Booking Offers

Events andatory, Events Events
either through ltem or
directly linked with Piece

ONE Record makes all it’s Logistics Objects available via their URIs. This allows 3™ parties to access relevant data,
whether that concerns transport planning, operations, tracking, financial process or logistics.
In ONE Record, an event is an attributein the superclass of any logistics object, i.e. every object can have events.

FEDeRATED focuses on publishing logistics events only.

From this perspective, ONE provides a multi-dimensional holistic view of freight. To produce a FEDeRATED index,
we would define a subset of events related to tracking publish these on a dedicated FEDeRATED endpoint.

IATA ONE Record - Index



ONE Record has an identity &
authorization scheme based on X-
509 certificates, mutual TLS
authenticationand OAUTH2
tokens.

Initial, we implemented a
dedicated Certificate Authority
(CA) toissue identities and
certificatesto ALL ONE Record
servers.

This dedicated IATA CA was not
the right solution since it required
trust from ALL stakeholders which
wasn’t realistic.

ONE Record now acceptsand
X.509 certificateissues by a
trusted CA

(o] N[N Je M Certificate Authority Compliance
T[S 1C-To Ml Certificate Profile
Security Registration procedures
N =1l Ml Service Level Agreements

Certificate Authority and
Verification Services
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Identity & Authentication
Service Provider
1R-ID o ENDPOINT
URI that refersto a 1R identity of the Eithera 1R-CLIENT or a TR-SERVER
https://<FQDN>/<COMPANYID>
1R-SERVER END USER
Applicationthat accepts ONE Record API Entity that uses a TR-CLIENT application
requestsfroma 1R-CLIENT
1R-CLIENT TOKEN
Applicationthat sends ONE Record API Authorization token, refers to the OAuth2
requeststo a TR-SERVER standard
TRUSTED CA IAP
Certificateissuer that is approved by Identity & Authentication Provider.
IATA Authenticationservice that implements

OAuth2

IATA ONE Record -

IAA = Identity & Authorization



ONE Record implements the W3C Access Control List recommention without modification:
- Web Access Control standard from W3C

Contents of https://partyl.server.com/company/logisticsObject/ac

gprefix acl: <http://www.w3.org/ns/auth/acli#>.

<#authorizationl>

3 acl:Authorization;

acl:agent <https://partyl.server.com/company>; # Company Identifier in the I
acl:accessTo <https://partyl.server.com/company/logisticsObject>;

acl:mode acl:Read,

acl:Write,
acl:Control.

IATA ONE Record—IAA - Authorization



https://www.w3.org/wiki/WebAccessControl

ONE Record implements the concept of access delegation.

- Bydefault, all access to any resourceis forbidden to all 3rd
parties.

- The data owner / publisher is «data sovereign» and may
choose to give access to resources to nominated 3rd

1) Delegation Pa e,

request: please give - These nominated 3rd parties may request that the data

scoess tohe GHA owber / publisher gives access to other parties known to

the 3rd parties authorized by the data owner / publisher.

QDD = Chain of Trust

ikl
forwarder% .

2) Message: please

o have a look at this - The data owner / publisher may
airline i logistics object with
- - this URI - Refuse such a request,
- Granttherequest

Interline Q% G .

partner n - Granttherequest and subsequently revoke it
3) Delegation granted: - The process and policies for granting access to resource to
GHA h 9 9 .
ourstioe object ot UR! GHA known or unknown parties is up to the data sovereign data

owner.

- In practice, they will include access delegation request
decision into their ACL policies.

IATA ONE Record- IAA = Accessdelegation



Enhanced Partner
|ldentification and
Connectivity

|ATA uses a centralized digital service registry for all air cargo digital connectivity protols,
including Telex, Telephone, FAX, EDI, Cargo IMP, Cargo XML, ONE Record and
FEDeRATED

This connecticity datais managed by the data platform owner which ensures that it is
updated.

Users of the registry use it to ensure their partners have all the connectivity data to
minimal manual support.

User can set up rules to limit access to certain connectivity protocols, to certain markets
and to certain partners.

Add Search
Setup Connectivity Business Initiate Digital Manage
Profile and Handshake Partnerships

Capabilities Partners

Contacts, Supported Comm. Search Airlines, FF, Distribute Initiate Partnership
Notifications, Channels, GHA, IT Companies, Connectivity Info with Business
Access Control Messaging Customs, Post with Selected Partners
Standards Partners

IATA ONE Record - Service Registry - EPIC (Live)



* |ATA uses a centralized digital service registry for all air cargo digital connectivity protols,
including Telex, Telephone, FAX, EDI, Cargo IMP, Cargo XML, ONE Record and

?A‘{';'f . <Q Search for APIs > Create Team  Add Your APl Provider Manual  Log In @

Cargo APls
APIs related to the distribution, transport and tracking of Cargo.

Search

COLLECTIONS @ @ @

Recently Added

Station Information Shipment Tracking Routing Offer
Distribution With this API you can easily retrieve With this tracking API you can easily Benefit from the broad LH Cargo
i1 View All Collections |nf0rmat|on' about our global Lufthansa ret.rleve the status of yo.ur air freight network: Che'ckl your product’s flight
Cargo stations. shipment. The API provides you options and timing.

maximum shipment transparency and
o oo oo
Customer Experience
Retailing
Cargo

Flight and Ground
Operations

Financial Processes

IATA ONE Record— Service Registry 2> APl Hub (live)
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